OGE Role-Based Computer Security Awareness Training

The US Office of Government Ethics based its identification of individuals with significant IT
security requirements, as well as the contents of its role-based security awareness curricula on
the following OPM Rule:

Monday, June 14, 2004

Office of Personnel Management
5 CFR Part 930

RIN 3206-AJ&4

OGE will address this requirement by developing and providing role-based computer security
awareness classes for the following groups:

Executive Group
This group includes the Director, Deputy Directors, Associate Directors, General Counsel, and
Deputy General Counsel.

Executives must receive training in:

e information security basics
e policy level training in security planning and management.

CIO Group
This group includes the CIO, DAAs, ISSOs, and IRMD Staff.

IT function management and CIOs, IT security program managers, auditors, and other security-
oriented personnel (e.g., system and network administrators, and system/application security
officers) must receive training in:

e information security basics
e policy level training in security planning and management
e Droad training in
0 security planning
system and application security management
system/application life cycle management
risk management
contingency planning

O 00O

General Group (All Other Employees and Contractors)

All Federal employees, contractors, students, guest researchers, visitors, and others must receive
training in:

e information security basics
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